SALAR contributing to MIM:s
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The ten SALAR Proposed Principles
for IoT systems

—In total 10 principles guiding municipalities and regions in best
practices when purchasing/achieving/developing loT-systems or 10T
capabillities.

— Each principle has a description, motivations and implications.

— The principles can be used to evaluate an loT-system, either from

supplier or one already in place.

— Approximately 40 descriptive requirements to help evaluating how
well the principles are fullfilled.

—loT-system is defined as everything between the sensor and the
application.



Example: Evaluation of tender

Principle Max score Provider 1 Provider 2
score score

Data, Information and Context-

awareness within the loT-system is

preserved when changing modules 2380 48 247
and systems

The loT-system allows for data

handling and data enrichment of
information [in different ways] 150 97 125
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Principle 1-5 of SALAR Proposed Principles
for IoT systems

loT-1 Allow for independent and interchangable modules within
the lI0T-System

loT- 2 Data, Information and Context-awareness within the I0T-
system is preserved when changing modules and systems

l0T-3 Informationsmodels are based on standards in both
generic horizontal and specific vertical levels

loT-4 The loT-system allows for data handling and data 4/
enrichment of information [in different ways]

loT-5 The loT-system supports storing data in different ways <
dependent on the informats characteristics and usage patterns
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Principle 5-6 of SALAR Proposed Principles
for loT systems

KLASSA for loT

IoT-6 The loT-system has a defined level for risc and : :
consequenses [to keep the expected information security level] ENISA Base“n_e Security
Recommendations for IoT

oT-7 The loT-system can digitally handle physical loT-units
and their connection to the loT-system

EIF Principle 10 - Administrative simplification

loT-8 The loT-system can handle virtual loT-units :
Fundamental IoT function

I0T-9 The loT-system allows for controlling and orchestration of

event driven information flows Fundamental 10T function

I0T-10 Data, Information and services from the IoT-system are
available to applications

Open Data and PSI Directive
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Requirements
contribute to the
fullfillment of
principles

REQUIREMENT: Describe
thorougly how data,
information and context-
awareness can be imported
and exported.

PRINCIPLE: Data,
Information and
Context-
awareness within
the loT-system is
oreserved when
nanging module

and systems

REQUIREMENT deschp

how the full own hpt a

data, metadata, context-
awaren essan

FQUIREMENT: describe
pw information models and
information
exchangemodels are based
in etasblished and/or open
standards.




In the background of RefARK loT

* ISO-IEC 30141-2018
* ISO-IEG 20924-2018

Frameworks and guidelines el ¢ ISO-IEC 1994:2017
« DIGG:s Grundlaggande principer for digital samverkan SERLEIGERE « |SO 27000
» SKR:s Utveckling i en digital tid e DIN 91357:2017-12
» EIF — European Interoperability Framework
* FAIR principles for data * NPR 8284-2020
4 .
 ENISA Baseline
Security
Recommendations e e B
for loT Things
« Stadnatsforeningen - open B OGC SOSA
loT « ETSI ngsd-Id
» Syncronicity/OASC
MIM

Information

security
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Participants RefARK IoT

Those creating results
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Why has OASC Sweden commited
this for MIM:s Plus consideration?

—We believe RefARK can contribute to OASC
— In the hope of improving the MIM:s framework
— To establish a common framework with OASC MIM:s

— Ensure that Swedish Municipalities and Regions develop 10T
aligned with international best practices



Thoughts on MIM:s and RefARK
loT

— MIM:s state minimal — A thought could be to
Interoperability framework restructure MIM:s and RefARK

— RefARK |oT states a “golden IoT according to TOGAF

unreachable target” as framework
principles — Principles (relate to goals)

— Requirements (fullfill goals)

— Architectural Building Blocks
(abstract realisation)

— Solution Building Blocks (real
realisation)



The material can be found |
Swedish at the link below

Referensarkitektur for 10T - Arkitekturgemenskap - Confluence (atlassian.net)
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https://inera.atlassian.net/wiki/spaces/AR/pages/2367291702/Referensarkitektur+f+r+IoT

