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Trust is more!

Business

Legal

Tech

Ethical



Tru s t in  the s mart city  con tex t
-Hu man cen tric data flow s in s ide the city  an d 3rd parties

● Cities have mu ltiple un its - a 
co llec tio n of private-pu blic
organ ization s

● Sharing the data between those
organizational units is vital for 
smooth services

● MyData operator and consents
gives the required legal and tech
connectivity for better services



What GDPR offers for trust
-six legal bases of processing personal data

Con s en t
● Can be with drawn  by data subjec t at an y time
● Cornerstone for MyData

Con trac t an d legitimate in teres ts  of the controller
● Limited right to with d rawal
● For example contract of employment
● Deniable only by terminating the agreement / not signing the agreement
● Some rights to access the data may remain after termination

Legal obligation, pu blic  tas k an d vital in teres ts
● No with d rawal right
● Obligation for companies for labor safety regulation, etc.
● Government’s right to collect and access personal data for compliance with a legal 

obligation
● Processing is necessary to protect someone’s life



Separate permis s ion s ervic es
Permis s ion s as  a s ervic e?

• Growing and increasingly fragmenting data complicates the consent managements for 
the users

• Separate consent management services per data sources is not usable nor human
centric approach

• Consent management as a service could be one solution

Separate consent
services for each
data source is not
a viable long term
solution



Purpose for the usage

Data source Consent requester

Person

Right to give, deny or revoke

Chan gin g cu rren t s tate with con s en t



MyData operator does not tou c h or s tore the
data!!
-s eparation of co n c ern s (an d pow ers )

Operator

MyData Wallet
People

MyData Operato r Lay er (Permis s io n s )
• Identity linking
• Registered data sources
• Registered data consumers
• Permission management services

Data Tran s fer Lay er (Data operatio n s )
• Data controllers and data processors
• Substance releated obligations
• Data transfers
• Consent requests
• Data removal

Identity ServicesIden tity  Lay er (Auth en tic atio n)

• BankID, MobileID, FreijaID etc.

Permission Based Data Transfers



Identity Services

Permission 

Management

Connectivity

Data 
rovider

Data 
ConsumerData 

rovider
Data 

Source

Data 
Consumer

Data Using 

Service

Stakeh olders  an d main capabilities  of 
a MyDataShare operator platform

People

MyData Operator

Operator has  res pon s ibilities  towards  eac h ac tor!



Iden tifiers - ”Dis tribu ted Privac y ” 
– how s eparation promotes privac y



Distributed Privacy: obfuscation of real identity of 

the consentee from the consentor

Need to ac quire con s ent for 
proc es s ing, real ID of data su bjec t is  
NOT des ired to be known/s tored

Data Using Servic e

Onboard & ex plain 
the Servic e

Auth entic ate 
with eID

Give 
permis s ion

ID linking (eID + 
pairwis e ID + 
permis s ion ID)

Return on ly 
Pairwis e ID & 
Permis s ion ID

MyDataShare Operator

Proc eed to inten ded 
proc es s ing/data collec tion

Pers on



Building Trust
Agreed roles and rules between the organizations

Common agreement for the roles in the ecosystem

Commercial rules and agreements

Legal framework
Data operator, practical clarification and strong support from both public and private

Flexibility to the legal framwork, we are facing something new that no one knows exactly

Technology standards
Common interopebility on conceptual level

Shared interoperability components

Minimal low level interoperability 1st
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